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The discrete
- exponentiation
problem is “easy

] _
(in the sense that there are PPT. A;@RITHMS that solve ARBITRARY discrete
- exponentiation instances) |




Just how "easy" S it?
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\iid -~ Discrete Logarithm (OL) aSsumption (hand-wavy t.,\
g Jinfinite famiies of groups w.rt which

The DL problem
S "hard

(in the sense that o PPT Algarithm can solve UNTFORM RANDOM DL
instances in the groups comprising the e famiy)




_Just how “hard“ S 73\
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Just how “hard“ S T2
Baby-—step -
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If |9| d. then cost <qu2 multtphes




—==1 (0st of “square-and-multiply”

grows with number of 1 digits
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A Bright idea (7):
- (hoose exponents
2 having few 1 brts!




LowHonving Weight DL (DL problenn ‘\ v has Homming

e J— e _— -,

Given (g,9°); find x
‘ hard s the LHW-@




The LHW-DL roblem

Relationship Status:

Interested in Single
In a Relationship
Engaged

Looking for: anled =

In an Opcn Re:at|on>h|p 7
Widowed




How hard S “sorta hard“?
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How hard S “sorta hard“?
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Optimizations
@ 1. Minimal change ordefing
= => EXDS I cOST become mults !
' @ 1. Interleaving baby- and giant-steps
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Coppersmlth S aigor:thm
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Coppersmlth S aigor:thm

~ Run ba
over halFb h
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Coppersmlth S algonthm |

x=®11®®®@0010

~ TonesHzeros 3 ones, 8 zeros
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b oNnes, 5 zeros




Coppersmth S algonthm

X = 110@101“‘

match Found!!

L 5 ONes, b 2eros @—\/\/\/\/\/\% 5 ONEs, b 2€ros
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Coppersmlth S algonthm

X = 11@@101
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- - "Inner loop® iterates over ..<.2><(

. Two loops .
- "Outer loop" runs over m/Z cyclic Shifts

[(ga)/Z]
[t/2}

- =Total cost: Sm(f(lg Q) ﬂ)
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Pascal S Lemma
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I (7:1) of the () values in each iteration were also

computed in the previous iteration!



Pascal S Lemma
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6:ven (g.9": find x

0: How hard is the Low-Radix--Weight DL problem?




- The LRW,-DL
problem is about

s hard as the

|HW-DL problem
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Add ‘innermost loop™
over the (b-1)¥2 possibiities

= Dick up an extra (b-1)t2 factor in cost

- partially offset by snorter radix-b length
~ond (if were lucky) lower radix-b weight
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I1f B>b and radix-B densit

< radix-b density, then y
radix-b algorithm is faster



T4

- Zero-knowledae Password

Policy Chetks and

- Verifler-based PAKE

Kiefer and Manulis
~ ESORICS 7014

Before: “Provably secure”
Now: “Demonstrably insecure’
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 BlindPassword
Reaistration for

8\ Verifier-Based PAKE

Kiefer and Manulis
~ AsiaPKC 2016

Before: “Provably secure”
Now: “Demonstrably insecure’
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A Provably-Secure and
Efficient Verifier-based

- ANONYMOous Password-

Althenticated
‘Key Exchange Protocol

Yona, Jiang, Xu,
Hou, Zhao, and Choo

lrustCom/BlgDataSE/ISPA 1016

Before: “Provably secure’
Now: ‘Demonstrably insecure”



Where do we go from here?
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G,
AN N4 Llattice crypto

@ - Low-weight secret keys (vectors)
28 U
: : - low weight linear combinations

L _ - other risky “low-weight” ideas. .
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That s all for today f’olksi




